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Abstract- This paper presents a hybrid blind watermarking
technique for color images based on DCT in wavelet transform.
Advantages of two powerful transforms namely DCT and
DWT are combined. Carrier image is first decomposed into 3
channels, namely R, G, B. Harr DWT is applied to Blue
channel and HH band is selected for watermark insertion. HH
band is divided into blocks of size 8x8. DCT is applied to each
8x8 sized block. Finally binary watermark bits are inserted
into middle frequency coefficients by adjusting coefficients
DCT(4,3) and DCT(5,2). Simulation results shows that the
proposed technique is imperceptible as well as robust against
wide variety of attacks like noise attacks and filtering attacks
etc. It achieves PSNR as 66.26 dB and recovers watermark
completely with NC value as 1. Results are compared with
DCT watermarking algorithm, it is proved that hybrid
watermarking results are better than implementing a single
algorithm alone.
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1. INTRODUCTION

Nowadays thousands of images are being uploaded to the
internet and are shared every day. Therefore copyright
management on the internet becomes a complicated process.
Copyright infringement occurs when someone other than the
copyright holder copies the “expression” of a work. This
invites need for digital watermarking. Watermarking [1-6]
can be used for copyright protection. Many watermarking
algorithms have been proposed some author’s inserts
watermark bits by directly modifying pixels of carrier image
this type of watermarking is knows as spatial domain
watermarking [7 ]. Some author’s inserts watermark bits
into frequency bands and this type of watermarking is
known as frequency domain watermarking [8, 9, 10, 11, 12,
13, 14, 15, 16]. So in this research paper a hybrid
watermarking technique is introduced. It combines two
popular frequency domain transforms namely DCT [8, 9]
and DWT. Harr DWT is applied to B channel and H band is
selected for watermark insertion. Finally watermark is
inserted by adjusting middle frequency coefficients
DCT(4,3) and DCT(52). The results of proposed
watermarking techniques are compared against results of

DCT [5] and it proves that results of hybrid technique using
DCT and DWT is more robust as well as imperceptible as
compared to results of DCT.

The organization of the paper is given as follows: Section
1 presents introduction. Section. Section 2 depicts
preliminaries used. Section 3 shows proposed algorithm
with coefficients selection, watermark embedding and
extraction algorithms. Experimental results are given in
section 4. Finally conclusion of proposed algorithm is given
in section 5.

2. PRELIMINARIES
A. The Discrete Cosine Transform

DCT is a popular frequency domain watermarking
technique. Fig. 1 shows DCT Regions, F; is used to denote
the lowest frequency components of the block, F,, is used to
denote the middle frequency components, Fy is used to
denote the higher frequency components.
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Fig. 1: DCT Regions

The definition of 2-D DCT can be given as follows:

_ _ 2x+1 2y+1
cluy) = A(u)a(v) ZQ’:(} Z;‘,L(} flx,y) cos[( x;N)M] cos[( y;rN)W] 1)

Foru,v=0,1, 2,..., N-1
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The definition of 2-D inverse DCT can be written as
follows,

oY) =283 43 a(w) a(v)C(u, v)cos| | cos| 2202]

(2)
Forx,y=0,1,2,..,N-1

e

,1/N for u,v=0
[2/y  foru,v=1,2,...,N-1

B. Discrete Wavelet Transform

DWT divides an image into 4 multi-resolution sub-bands.
At level 1, DWT decomposes image into four non-
overlapping sub-bands: LL1 (Approximate sub band),
HL1(Horizontal sub band),LH1 (Vertical sub band) and
HH1(Diagonal Sub band). Here, LL1 is low frequency
component whereas HL1, LH1 and HH1 are high frequency
(detail) components [11] [12] [13]. Embedding watermark
in low frequency coefficients can increase robustness
significantly but maximum energy of most of the natural
images is concentrated in approximate (LL) sub-band.
Hence modification in this low frequency sub band will
cause severe and unacceptable image degradation. Hence
watermark is not embedded in LL sub band. The good areas
for watermark embedding are high frequency sub bands
(HL, LH and HH), because human naked eyes are not
sensitive to these sub bands. Thus we have selected HH1
band to embed watermark.

a(u), afv) =

(3)

LL1

Original Image

LH1 HH1

Fig. 2: 1 Level DWT

3. THE PROPOSED METHOD
In the paper a hybrid technique using DCT and DWT is

proposed. Color cover image is divided into three channels
R, G and B. B channel is selected for watermark insertion
and harr DWT is applied on it. HH band is divided into 8x8
blocks then DCT is applied on each block. Watermark bits
are inserted into 8x8 sized DCT blocks. Subsection A
describes Coefficient Selection, Section B describes
watermark insertion process and section C describes
watermark extraction process.

A. Coefficient Selection

For watermark insertion DCT (4,3) and DCT(5,2) are
selected. As DCT(4,3) and DCT(5,2) are middle frequency
components and in JPEG quantization table having value as
22. The coefficients selection depends on JPEG quantization

table given below in table 1.
Table 1: Quantization values in JPEG compression Scheme

16 11 10 26 24 40 51 61
12 12 14 19 26 58 60 55
14 13 16 24 40 57 69 56
14 17 22 29 51 87 80 62
18 22 37 56 68 109 | 103 | 77
24 35 55 64 81 104 | 113 | 92
49 64 78 87 103 | 121 | 120 | 101
72 92 95 98 112 ] 100 | 103 | 99

B. Watermark Insertion Algorithm
Inputs: Color cover image and binary watermark image
Outputs: Watermarked color image

The steps are as follows:

1. Take cover image NxN and watermark image of
size nxn as an input. Decompose the image into 3
color channels: red, green and blue.

Select blue channel and apply harr DWT

Select HH band and divide the image into 8x 8 sized

blocks.

4. Determine maximum watermark size based on cover
image and block size by :
max_watermark_size = NxN/block size?

5. Check that the watermark isn't too large for cover
image.

6. Pad the watermark out to the maximum watermark
size with ones.

7. Transform block using DCT.

8. Embeds watermark bit=0 when DCT (5,2) is greater
than or equal to DCT(4,3) and embeds watermark
bit=1. when DCT (5,2) is less than DCT (4,3).

9. If watermark bit=0, then DCT(5, 2) should be

greater than or equals to DCT(4, 3) and if DCT(5, 2)

less than DCT (4, 3) then we need to swap them.

If watermark bit=1, then DCT(5, 2) should be less

than DCT (4, 3) and if DCT (5, 2) greater DCT (4,

3) then we need to swap them.

Adjust the two values such that their difference = k,

process, which is known as minimum coefficient

difference of DCT blocks.

Transform block back into spatial domain by IDCT

which gives us watermarked image

wn

10.

11.

12.
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Take color cover Image and select Blue Channel

v

Apply Harr DWT on Blue Channel

¥

Select HH band for watermark insertion and
divide it into 8x8 sized blocks

VV
8x8 DCT

A

Watermark image

Check
DCT (5,2) Yes
>=

DCT (4.3)

Check
watermark
bit=0

Swap two
values

Check
Watermark
bit=1

Check
DCT(4,3)<
DCT (5,2)

Swap two values

Adjust two values such that their difference is equals to k

v

IDCT

v

| IDWT |

v

Next block

v

| Watermarked imaae |

Fig. 3: Flow chart of Watermark Insertion Algorithm

Watermarked Image and
select Blue Channel

A

Apply Harr DWT on Blue
Channel

v

Select HH band for watermark
insertion and divide it into 8x8
sized blocks

A
8x8 DCT

Check

DCT (5.2) et
>= watermark
DCT (4.3) bit=0

—

| Set watermark bit=1 |

v

| Next block |

v

| Watermark image |

Fig. 4: Flow chart of Watermark Extraction Algorithm
C. Watermark Extracting Algorithm

Input: Watermarked image
Output: Binary watermark image
The steps are as follows:

1. Take watermarked image of size NxN as an input.
Decompose the image into 3 color channels: red,
green and blue.
Select Blue channel and apply harr DWT.
Select HH band and divide it into 8x 8 sized blocks.
Apply DCT on each 8x 8 sized blocks.
If coefficient at DCT (5, 2) is greater than or equals
to coefficient at DCT(4, 3), make watermark bit=0
else watermark bit=1.

6. Reshape the recovered watermark image into nxn.
Fig. 4, Fig. 5 gives flow charts of watermark insertion and
extraction process respectively.

arwd
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4. EXPERIMENTAL RESULTS AND DISCUSSION

The proposed technique is tested on different images
namely Leaf, Candle, Animal, Waterlili, Titanic, Peppers,
Hibiscus of size (512x512) and W.bmp as watermark of
size (32x32). For evaluating the performance of proposed
technique we have used Peak Signal to Noise Ratio
(PSNR), Mean Square Error (MSE) and Normalized
correlation (NC).

MSE= o3, TN [1G,§) — 1G] ®)

2
PSNR = 10 l0g10 (oo ) ©)

Where, M, N = size of the original image,

I(i, j) = pixel values at location (i, j) of the original image,

I’(i, j) = pixel values at location (i, j) of watermarked image
_Zinjw(pwi(if)

NC—W (7)
W(i,j) = pixel values at location (i, j) of the original
watermark,

W’ (i,j) =pixel values at location (i, j) of the extracted

watermark

(® ®

() (h)

Fig. 5: Cover Images (a) Leaf (b) Candle (c) Animal (d) Waterlili (e) Titanic (f) Peppers (g) Hibiscus
(h) W (Binary watermark)

Original Image
(512x512)

Binary Watermark
(32x32)

Watermarked Image
(512x512)

Fig. 6 Watermark Insertion Process

Watermarked Image

(512x512)

Y

Recovered Watermark

(32x32)

Fig. 7: Watermark Extraction ProcessTable 2. PSNR and NC values of watermark embedding and extraction on leaf image at different values of k
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DC Coefficient
Difference k PSNR MSE NC
1 69.0549 0.00814692 0.134068
2 69.0272 0.00819906 0.359065
3 68.9037 0.00843557 0.834003
4 68.681 0.00887934 0.952299
5 68.3184 0.00965246 0.988766
6 67.5334 0.0115649 0.997178
7 66.9199 0.0133197 1
8 66.0021 0.0164541 1
9 65.058 0.0204493 1
Table 2
as the value of k increases value of PSNR decreases and
70 value of NC increases up to certain value of k and after

reaching that value NC value remains constant. Fig. 8
shows PSNR and NC chart of leaf cover image at different
values of k. Value of k selected for leaf image is 7 as it
gives optimal results. When PSNR is higher than 30, it is
considered that watermarked image has a very good
quality. The extracted watermark is considered as valid
one. Table 3 shows that the average PSNR achieved is
66.26 dB and NC value without applying of any attack
achieved is 1.

7

PSNR (dB)
(o)}
(o)}

2]
SN

(o))
N

k=2 k=3 k=4 k=5 k=6 k=7 k=8 k=9 . .
Table 4 shows experimental results of common image
DC Coefficient Difference processing attacks like noise, filtering attacks etc. From
@ tabl_e 4 it can t_)e seen that in almost all the attacks PSNR
achieved is higher than 30. Table 5 shows results of
different watermarking attacks on all test cover images.
12 Table 6 below shows comparison of proposed method with
' DCT [5]. Thus a hybrid method is proposed using DCT and

1 DWT. From table it can been seen that average PSNR of
0.8 DCT watermarking is 58.90dB and that of DCT and DWT
o is 66.26 dB. Thus, proposed hybrid technique is more

= 06 imperceptible and robust against variety of noise and
04 filtering attacks like Gaussian filter and median filter
attacks.
0.2 r 4
0 68
k=1 k=2 k=3 k=4 k=5 k=6 k=7 k=8 k=9 67.5 A
. . 67 -
DC Coefficient Difference €65 X / \
(b) = 6 \/ v \\
Ses5 W
Fig.8: (a) Peak Signal to Noise Ratio Chart at different values of k (b) ﬂzﬂ 65 \
Mean Square Error chart at different values of k A
a 64.5
. . . . 64
Fig.5 above shows various jpeg cover images namely 63.5
Leaf, Candle, Animal, Waterlili, Titanic, Peppers, Hibiscus :
of size (512x512) and W.bmp as watermark of size 63
(32x32). Fig. 6 and Fig. 7 shows watermark insertion and 62.5 .
extraction process on leaf image. In the proposed hybrid e%‘ ¢ @% D ,2,0\(' ¢C Y
technique k is a secrete key for watermark insertion and is ¢ (;bo & SS& <& QQ,QQ \(-\@"
DC coefficient difference between DCT (5,2) and DCT
(4,3) and is known as DC coefficient difference for Test Cover images
watermark insertion. Different values of k are tried on leaf

cover image. Table 2 shows PSNR and NC value of leaf
image at different values of k, different values of k are in
the range from 1 to 9. From Table 2 it can be seen that the

Fig.9: Peak Signal to Noise Ratio Chart of different test cover images
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Table 3. PSNR and NC values of watermark insertion and extraction

Sr.No Image PSNR MSE NC
1 Leaf 66.9199 0.013319 1
2 Candle 65.4326 0.018759 1
3 Animal 67.5234 0.011591 1
4 Waterlili 66.0711 0.016194 1
5 Titanic 66.7079 0.013986 1
6 Peppers 66.8357 0.013580 1
7 Hibiscus 64.3577 0.0240275 1

Table 4. Results of common attacks on leaf image

Attacks Performance Leaf Candle Animal Waterlili Titanic Peppers Hibiscus
Evaluators
Gaussian Noise PSNR (dB) 43.0578 43.0526 43.0082 43.312 43.0467 43.1547 43.3004
(0.0001) NC 0.607975 | 0.607975 | 0.624523 | 0.597428 | 0.589452 | 0.580425 | 0.57879
Salt-pepper PSNR (dB) 56.6195 57.0994 56.7046 57.5703 56.7088 57.1745 57.4252
(0.005) NC 0.796619 | 0.776785 | 0.743133 | 0.793383 | 0.781707 | 0.769738 | 0.813346
Speckle Noise PSNR (dB) 43.3548 44.3896 45,9035 45,3441 42,7921 42.8093 47.4609
(0.0004) NC 0.718563 | 0.541447 | 0.786804 | 0.769625 | 0.564088 | 0.544774 | 0.84618
Gaussian Filter PSNR (dB) 47.7264 | 45.6799 48.3454 50.0024 46.5644 | 45.4065 | 46.4161
(3x3) NC 0.980225 | 0.939254 0.96081 0.920965 0.941067 0.94744 0.963531
Median Filter PSNR (dB) 47.8213 45.2774 49.6825 48.9512 47.2822 49.0297 48.2049
(3x3) NC 0.544082 | 0.385303 0.539343 0.606798 0.449382 | 0.595967 | 0.414803
Table 5. Results of attacks on all considered cover images
Attacks Gaussian Noise Salt-Pepper Speckle Noise Gaussian Filter Median Filter
(0.0001) Noise(0.005) (0.0004) (3x3) (3x3)
Attacked
images }' ‘
(512x512) (512x512) (512x512) (512x512)
PSNR(dB) _ 5(_5.6195_ 43.3548 47.7264 47.8213
-'\.-':-F -_ "t :'-T: '_:- i_. ‘\_-- -_'r\r:- ]
- N - ' "1 - - -
W W AR
Watermark : Eit - - KR - - e- -
- . " . S L - A o
(32x32) (32x32) (32x32) (32x32)
NC 0.606146 0.796619 0.718563 0.980225 0.544082
Table 6: Results of video watermarking on different test videos
Method Domain PSNR(dB) Color Image Watermark
Proposed Method DCT and DWT 66.26(dB) 512 32x32
Jaya and Tanuja et al [5] DCT 58.90(dB) 512 64x64
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5. CONCLUSION

In this paper a hybrid color image watermarking using
DCT and DWT in frequency domain is proposed. The
performance of proposed algorithm is measured by
computing the Peak Signal to Noise Ratio (PSNR) and
Normalized correlation (NC). The proposed method
achieves PSNR average as 66.26 dB and NC as 1.
Experimental results show that method is imperceptible as
well as robust against variety of attacks like salt- pepper
noise, Gaussian noise, Speckle noise and filtering attacks
like Median filter, Gaussian filter and can be used as a
blind watermarking technique as it doesn’t require original
cover image at the time of watermark extraction. Results of
proposed watermarking technique are compared with DCT
watermarking, proposed hybrid technique is better than
DCT.
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